Nove moznosti pri hladani
hesiel

Moje poznatky s aplikacie



Okruhy

Efektivita RT utoku
perfected rainbow tabulky
markovove retazce

generatore stringov klavesnice
Pouzitie Nvidia CUDA






Optimalizacia RT

» Odstranenenie zdvojenych chainov
rm_duplicate chains.cc

http://www.sisecurite.fr/articles et actualites/Retirer-les-doublons-des-Rainbow.html

* Vytvorenie perfected tables
rtperfecter (merging chains)


http://www.sisecurite.fr/articles_et_actualites/Retirer-les-doublons-des-Rainbow.html

Perfected tables

Spajaneé su chains s rovnakym
Endingpointom a zhodnym indexom na
rovnakej pozicii

Merging chain 1

Startingpoint = 2 l

Merging chain 2

Startingpoint = 3 round % Index =1 || 1round

ndex = 6 Indax =8 1 r{}uqdp{} Imdax = 2 1 round Y Endingpaint = &
Non merging chain
1 round Indax =3 1 rosund Index =8 1 {

Startingpoint = 4




Vysledok

+ Zredukovanie velkosti tabuliek
+ Zrychlenie vzhladavania

- Na vstup treba x nasobne viac tabuliek
- Nahodné prirastky



Markovove retazce

* (Generovanie na zaklade pravdepodobnosti

 Pouzita vzorka 80 tis. neznamich hesiel
* Uspesnost:

Dj
Oj
Oj

zka 6 - najdenyc
Zzka 7 - najdenyc
Zka 8 - najdenyc

http://btb.banquise.net/bin/myjohn.tgz

n 153 (60 dni)
N 138 (310 dni) ip 30

h 2 (1500 dni) ip 4


http://btb.banquise.net/bin/myjohn.tgz
http://btb.banquise.net/bin/myjohn.tgz
http://btb.banquise.net/bin/myjohn.tgz
http://btb.banquise.net/bin/myjohn.tgz
http://btb.banquise.net/bin/myjohn.tgz
http://btb.banquise.net/bin/myjohn.tgz

Keyboard string

 Rovnaka vzorka 80 tis. Hesiel
Uspesnost 55 hesiel za 35 hodin

+ Efektivhe kombinacie
- Neuplna implementacia



Zoznam zdrojov

nttp://openwall.info/wiki/john/markov
nttp://www.freerainbowtables.com/en/faq/
nttp://bvernoux.free.fr/md5/index.php

Nttp
./lwww.sisecurite.fr/articles et actualites/M



http://openwall.info/wiki/john/markov
http://www.freerainbowtables.com/en/faq/
http://bvernoux.free.fr/md5/index.php
http://www.sisecurite.fr/articles_et_actualites/Multi-threaded-Rainbow-Table.html
http://www.sisecurite.fr/articles_et_actualites/Multi-threaded-Rainbow-Table.html
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