Pokrocilé metody XSS
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Struktira prednasky

1) Teoreticka Cast — princip XSS
2) Prakticka Cast — ukazka XSS keyloggeru
prostrednictvom reklamného banneru



Motivacia: preco XSS?

Téema diplomovej prace
Penetracny testing aplikacnej vrstvy
XSS v sucasnosti znacne vedie [cca 70-80%

testovanych webovych portalov zranitefnych
VOCI XSS]

XSS zranitelnosti davaju priestor kreativite
utocnika => Siroké spektrum moznosti

XSS zranitelnosti su uzko prepojené s dalSimi
zranitelnostami aplikacnej vrstvy [HTTP
RESPONSE SPLITTING => XSS => CSRF]



Co robi XSS nebezpeénym?

Aktivne zneuzitie XSS zranitelnosti prechadza nepozorovane skrze spodné vrstvy
ISO OSI modelu [L1-L6]

Zranitelnost' a jej aktivne zneuzitie nie je vo vSeobecnosti detekovanelfne beznymi
detekénymi mechanizmami [FW/IDS/IPS] [potreba pouzit Specialne FW detekujuce
Specifické vzory typu XSS]

Vytvorenim Sifrovaného spojenia prostrednictvom SSL/TLS nie je mozné zamedzit
utokom na baze XSS

Zranitelnosti typu XSS byvaju stale zna¢ne podcenované vyvojarmi webovych

aplikacii a nepristupuje sa k nim ¢asto s dostatocnou vaznostou. [Nedostatocné

bezpecnostne povedomie]. Na druhej strane Cim dalej, tym viac webovych aplikacii

v[\xluigva v]yvojové nastroje, ktoré davaju priestor pre existenciu tychto zranitefnosti
eb 2.0

Zranitelnost' nie je Casto mozné lokalizovat ku konkrétnemu miestu, ale je
kombinaciou viacerych vlastnosti, ktoré sa samo sebou nejavia ako bezpecnostna
hrozba [priklad XSS prostrednictvom PDF, XSS prostrednictvom MOV]



Prostriedky utocCnika

(multimedialne webové objekty a nastroje pre moznost
dynamickej interakcie vo webovom prostredi)

JavaScript (at most)

VBS Script

Macromedia Flash Objects [using JS]

ActiveX [in MS IE]

PDF Files [using JS — patrtially fixed in Adobe Acrobat]
GIF [already fixed in MS IE]

XML

CSS

Video files [already fixed in Apple Quicktime]



Zakladny koncept XSS
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XSS — Priklady moznosti utocnika

— Odcudzenie relacie autorizovaného uzivatela [napr. webmail]
— Odpocuvanie stlaCenych klaves v ramci kontextu napadnutej stranky

— Zneuzitie doveryhodnosti zranitefného portalu a prezentacia
nepravdivych informacii [iDnes.cz]

— Pouzitie prehliadaca obete ako proxy server utocnika [ovladanie
botnetov|

— Infikovanie obete Skodlivym kddom prostrednictvom XSS [vyuzitie
doveryhodnosti portalu]

— Skenovanie portov vnutorného segmentu siete

— Zmena konfiguracie WiFi access pointov

— Citanie obsahu adresarovej Struktury disku [skrze PDF XSS vektor]

— Vytvorenie skrytého komunika¢ného kanala medzi obetou a utoénikom



V 4

Ako moze utocnik preniest svoj kod
K obetl

. Utoénik umiestni svoj kdd na stranku, ktori ma pod vlastnou
kontrolou (Uto¢nik = majitel zaskodnickej stranky)

. Utocnik viozi zaSkodny kéd zneuZitim beznych zranitelnosti
nizSich vrstiev systemu [SQL injection, buffer overflow, ziskanie
rootovského hesla]

. Utoénik je schopny viozit (ulozit) a nasledne interpretovat svoj
kdd prostrednictvom doveryhodnej tretej strany [forum, reakcie v
blogu, webmail, socialne siete] (perzistentna XSS zranitefnost)

. Utoénik vyuziva déveryhodnu tretiu stranu len ako transportné
medium, pricom jeho kod neostava ulozeny na strane
doéveryhodnej tretej strany (non-persistentna XSS zranitelnost)



Formy XSS zranitelnosti

— Perzistentné XSS (Stored)

* javascript je injektovany permanentne do kédu webove;
stranky

— Non-persistentné XSS (Reflected)

e javascript je preneseny prostrednictvom XSS zranitefnosti
webu tretej strany, pricom zaskodny kdd neostava ulozeny
na tomto webe

— DOM-Based XSS (Reflected)

* Velmi podobné ako predchadzajuci pripad s tym, ze
utocnikov kod pri prenose vobec nie je zasielany na stranu
zranitefného serveru



Persistent XSS

e Most dangerous — global impact (practically anyone who
visits the infected site can be potentially influenced)

e Attacker’s javascript code is permanently inserted into
the content of the webpage

o Attacker’s code propagation:
— Web-based e-mail
— Web-based chat
— Web forum
— Blog
— Barcode [Cross-Zeitung scripting]
 Example:
<a href=nhttp://url.com onmouseover=alert(1)>check this url</a>



Non-persistent XSS

» the malicious (javascript) payload is echoed by the server in an
Immediate response to an HTTP request from the victim

* Poorly filtered parameter of the URL can be modified in such a way
that the javascript is executed

Attacker’s code propagation:
— E-mail

—~ ICQ

— IRC

— Blog

— Web forum

Example:
http://www.vulnerable website.com?x="><script>alert(1)</script>



DOM-Based XSS
(Cross-Site Scripting)

« Itis not a result of a vulnerability within a server side script, but an improper
handling of user supplied data in the client side JavaScript

* In general not possible to detect from the server
« Example:
<script>
//client site vulnerable script
var url = window.location.href;
var pos = url.indexOf("title=") + 6;
var len = url.length;
var title_string = url.substring(pos,len);
document.write(unescape(title_string));
</script>

Malicious URL:

http://victim/promo?product_id=100&title=Foo#<SCRIPT>alert(‘DOM-Based
XSS)</SCRIPT>



Hiding the XSS
(self-contained XSS)

 Original script:
<script>alert("Self-contained XSS");</script>

 Base64-encoded modification of the previous
script

data:text/ntml;base64,PHNjcmiwdD5hbGVydCgiU2VsZi1jb250YWIu
ZWQWFENTIik7PC9zY3JpcHQ+



Hiding the XSS
(URL encoded XSS)

e Original script:
javascript:alert("URL encoded XSS")

 URL-encoded modification of the previous script

javascript:%61%6C%65%72%74%28%22%55%52%4C%20%65%6
E%63%6F%64%65%64%20%58%53%53%22%29



XSS Defense
(web developer’s point of view)

Control the Input as much as possible and
do not allow for the attacker’s JavaScript
to be injected in any possible way. [e.g.
using htmlspecialchars - PHP procedure
which converts dangerous characters to

HTML entities
Example:
< a &l
>  a &t



XSS Defense
(potential victim’s point of view)

Effective defense without radical restriction of
active components is hardly possible

When a suspicious URL is received don’t think
just about the trustworthiness of the webserver
but think about trustworthiness of the source as
well.

Restrict the javascript execution [e.g. NoScript
extension for Firefox]

Restrict the execution of the flash objects
Be paranoid
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